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MONEY LAUNDERING AND TERRORISM FINANCING

RISK ASSESSMENT GUIDELINES FOR AUDIT COMPANIES, ENTREPRENEURS AND LEGAL ENTITIES WHICH PROVIDE ACCOUNTING SERVICES  
Under Article 87 of the Law on the Prevention of Money Laundering and the Financing of Terrorism (Official Gazette of the RS, Nos. 20/09,  71/09  and  91/10  –  hereinafter:  the Law),  bodies competent for supervision may, independently or on co-operation with other bodies, issue recommendation and/or guidelines for implementation of the provisions of the Law.  Under revisions of the Law dated 11 December 2010, the Administration has been given competence for supervision of audit companies, entrepreneurs and legal entities which provide accounting services,  in respect of implementation of the Law.
Article 7 of the Law prescribes for obligors an obligation to draft in accordance with the Guidelines an analysis of the risk of money laundering and terrorism financing.
These Guidelines are published on the internet site of the Administration for the Prevention of Money Laundering.
Obligors are required to harmonise their internal regulations with these Guidelines within 30 days of the date of their publication on the website of the Administration.
1.  The objective of the issuance of these Guidelines is uniform implementation of the Law,  taking into consideration the approach based on risk assessment applied in the Law, which means that different degrees of attention directed at a client may be applied depending on the fact how much the client’s operations are risky for money laundering or the financing of terrorism.
The objective of these Guidelines is the determination of a minimal standard of action of audit companies, entrepreneurs and legal entities which provide accounting services (hereinafter: obligors),  in the establishment and advancement of an efficient system of preventing money laundering and terrorism financing, especially in the development and application of procedures based on risk analysis and risk assessment.
2. A risk of money laundering or terrorism financing is a risk of a client abusing a business relationship, a transaction or a service for the purpose of laundering money or financing terrorism.
A risk assessment-based approach proceeds from an assumption that different business relationships established by obligors within their business activities can carry a smaller or greater risk of money laundering and terrorism financing. We can also speak about different degrees of risk in respect of clients with whom obligors do business, as well as in respect of the types of services they perform within their business operations, because they are not equally liable to abuses when money laundering and terrorism financing is involved. This approach makes possible a better distribution of resources and achievement of better results with the same degree of invested effort, i.e., it makes it possible for obligors to pay less attention to low-risk clients and more attention to high-risk ones.
3. Risk assessment, within the meaning of these Guidelines, should encompass at least the following three basic types of risk:  geographical risk,  client risk, and the risk of services provided by obligors within their business operations. If other types of risk are identified, depending on the specific nature of business operations – obligors should also encompass those types of risk in their risk assessments.
3.1. The geographical risk is a risk emanating from the geographical area where the country of origin of the client, its owner or majority founder, beneficial owner or person who controls the party in another manner is located, and where the country of origin of the person conducting the transaction with the client is located.
The factors based on which it is determined if a certain country or geographical location carries a higher risk of money laundering and terrorism financing include the following:
1) countries against which the United Nations, the Council of Europe, the OFAC or other international  organisations  have applied sanctions, an embargo or similar measures;
2) countries designated by credible institutions (the FATF, the Council of Europe, etc.) as states which do not apply adequate measures for the prevention of money laundering and terrorism financing;

3) countries designated by credible institutions (the FATF, the U.N. and others)  as states supporting or financing terrorist activities or organisations;
4) countries designated by credible institutions (the World Bank, the IMF, etc.) as states with a high degree of corruption and crime.
Based on authority proceeding from the Law, the Minister of Finance determines a list of states which apply international standards in the area of preventing money laundering and terrorism financing at least at a level of standards of the European Union (the so-called white list), as well as a list of states which do not apply standards in this area (the so-called black list). The ‘white list’ contains the European Union member-countries, the Republic of Argentina,  Australia,  Brazil,  Japan,  The Republic of South Africa,  Canada,  Mexico, New Zealand, the Russian Federation, Singapore, Hong Kong, Switzerland and the United States. The ‘black list’ contains Iran and North Korea. These lists are used by obligors to assess the client risk, and a client with which an obligor does business and is located in a country on the ‘black list’ will carry a greater risk in relation to a client with whom an obligor does business which is from a country on the ‘white list’. Classification in a high risk category will require enhanced customer due diligence actions and measures.
Clients who have a contractual relationship and perform business activities with persons located in offshore zones carry a greater risk of money laundering and terrorism financing. For example, a client trading services with a party based on a country with a privileged tax system will be classified as high-risk.
A client with a contractual relationship with a party in the region can carry of low risk of money laundering. For example, a client trading goods with a party in the region can be low-risk, because there exists economic justification for such a relationship.
3.2. Obligors determine the approach to the client risk based on their own experiences and knowledge of the rules of doing business. They are nevertheless required to apply restrictions stipulated by the Law and other legislation regulating the prevention of money laundering and terrorism financing.
1) The following unusual activities may indicate a higher risk:
-  in establishing a business relationship with the obligor the client avoids personal contact and insists on indirect contacts;
- the client has accounts with different financial institutions in the same area without visible economic justification;
- without any special reason the client demands speedy execution of a deal or transaction regardless of the higher costs this action will incur;
- the client pays for goods or a service not corresponding to the description of its business activity;
- the client offers money, gifts or other benefits as a favour in return for deals for which there exists suspicion of not been fully in line with regulations;
- the client tries to convince the accountant that it is not necessary to fill in or provide one or more of the requisite documents;

-  The client avoids providing requisite documentation or the obligor has suspicion about the correctness of the documentation which has been provided;
- the client frequently changes its accountants / auditors;
- the client has no idea where business documentation is kept;
- the client has neither employees nor business premises, which is not proportionate to the volume of its business;
- the client frequently changes its name, seat, ownership structure etc.
2) clients for which it is owing to their structure,  legal form or complex and unclear relations difficult to determine the identities of their beneficial owners or persons controlling them, in particular:
- foundations, trusts or similar legal entities in foreign law,
- charitable and non-profit non-governmental organisations,
- offshore legal entities with an unclear ownership structure which were not founded by a company from a country applying standards in the area of preventing money laundering and terrorism financing at the level of the standards prescribed by the Law;
3) Parties which perform activities characterised by large turnover or cash payments (restaurants,  petrol stations,  exchange offices,  casinos,  flower shops,  traders in precious metals, cars and artworks, goods and passenger transport firms, sports associations, construction firms);
4) foreign high officials, in accordance with the Law;
5) private investment funds;
6) clients whose offer to establish a business relationship was refused by another obligor, i.e., persons with a bad reputation;
7) clients whose source of funds is unknown or unclear, i.e., which that client cannot prove;
8) clients for which there is suspicion that they are acting for their own account, i.e., that they are carrying out the instructions of a third person.
3.3. The following are defined as service risks:
1) business operations deviating considerably from the usual operations of a client involved in a similar activity;
2)  business operations without economic justification (e.g., frequent trading with securities where purchases are effected by depositing cash in special accounts, followed quickly by sales below the actual price – trading with securities with a planned loss, unexpected repayments of a credit before it falls due or in a short period from the date the credit was granted, withdrawal of funds from individual accounts of a member of a voluntary pension fund in a short period after they are deposited);
3) transaction effected by a client in amounts just below those prescribed as reportable in accordance with the Law;
4) loans to legal entities and, especially, loans from a foreign founder to a legal entity in the country;
5) payments for consulting, management and marketing services, as well as other services which have no definable market value or price;
6) payments for goods and services to the client’s partners who come from offshore destinations, while documentation clearly shows that the good come from neighbouring countries;
7) purchases of goods from countries where they are not manufactured (e.g., imports of coconuts from Bosnia and Herzegovina);
8) the frequency of transactions based on prepayment for the imports of goods of provision of services for which it is not certain that the goods will really be imported or the services provided;
9) increased or reduced bills for good and services; multiple billing;
10) multiple payments – payouts for the same goods or services (payments are made several times to the same or a different supplier for the same goods purchased or service provided);

11) abuses of the writing off of goods (the client frequently writes off considerable amounts of goods sold, citing various factors – force majeure, perishing, losses of goods in transport, inadequate storage, breakages etc. – which did not happen in reality).
4. 
The Law authorises obligors, depending on the level of risk of money laundering and terrorism financing, to categorise clients and business relationships into three basic degrees of risk. Based on an estimated degree of risk obligors implement adequate customer due diligence actions and measures.  Risk assessments are performed for the duration of the business relationship, and the degree of risk can change. For example, a certain business relationship with a client can initially be assessed as low-risk, and circumstances can then appear which will increase the risk, and vice versa. This does not relate to cases which are classified by the Law as high-risk, to which enhanced actions and measures must be applied (bank transfers from foreign countries, foreign high officials, establishment of a business relationship without the physical presence of the client).
Customer due diligence actions and measures can be general, simplified and enhanced actions and measures.
General actions and measures of customer due diligence encompass determining and verifying the client’s identity, determining and verifying the identity of the beneficial owner, obtaining information about the aim and purpose of the client’s business relationship.
Simplified actions and measures of customer due diligence are implemented in relation to clients classified in the low-risk group. In order to classify a client as low-risk, obligors must abide by the requirements prescribed by the Law and the Regulation on the Methodology of Performing Activities in Accordance with the Law. Examples of low-risk can be the following:  establishing a business relationship with a public authority, with a joint stock company whose securities are traded on the securities market in Serbia, etc. Furthermore, auditing firms and certified auditors, in establishing the business relationship of mandatory audit of the annual accounting reports of legal entities, can perform simplified customer due diligence actions and measures, unless in connection with the client or the circumstances of the audit there exist grounds for suspicion that money laundering or terrorism financing are involved.
Enhanced actions and measures,  besides the general actions and measures, include additional actions and measures which the obligors undertake in cases prescribed by the Law and other cases when they estimate that owing to the nature of the business relationship, the ownership structure of the client, or other circumstances connected to the client or business relationship – there exists a high level of risk of money laundering and terrorism financing. A high level of risk of money laundering and terrorism financing requires the collection of additional information about the nature of the business relationship,  as well as more frequent monitoring of the client’s business operations. Clients who must be classified as high-risk are foreign high officials, in accordance with the Law.*1

1      Foreign high officials are natural persons currently performing or having performed in the past year’s time a public function in a foreign country or an international organisation, as follows:

-  head of state and/or government, a government minister, deputy minister or assistant minister; elected representative in a legislature;

-  justice of the supreme or constitutional court or other high level court, against whose judgements no regular or extraordinary legal remedy can be used, except in exceptional circumstances;

-  member of the court of auditors, or the supreme auditing institution and the board of the central bank;
-  ambassador, charge d’affaires, senior officer in the armed forces;

member of the management and supervisory boards of a legal entity which is majority state-owned.

Members of the family of a foreign high official is his spouse or common-law spouse, parents, siblings, children and their spouses or common-law spouses (hereinafter: foreign high official).

Close aides of foreign high officials are natural persons realising joint profits from property or established business relationship or other close business relationship with foreign high officials.
The obligor is required to define by internal regulation the procedure for determining whether the client with whom it wants to establish a business relationship is a foreign high official. The procedure can be used to define different approaches towards persons who are residents and domestic citizens from those who are non-residents or foreign nationals, because there is a higher probability of the latter being foreign high officials. But this need not always be the case. For example, a Serbian citizen holding a high office in an international organisation is a foreign high official.
In order to obtain relevant information for identifying a foreign high official, obligors can undertake the following activities:
- obtain a written statement from the client that he or she is a foreign high official, a member of the family of a foreign high official, or a close aide to a foreign high official;
- use commercial electronic data bases which contain lists of high officials (e.g., World- Check, Factiva, Lexis Nexis);
- search publicly available data and information via the Internet, the media etc.
If it is determined during the business relationship that the client has become a foreign high official, the obligor is required to ask for the consent of the highest management for continuing the business relationship.
If a client has been classified in a high-risk category, irrespective of whether it is stipulated by the Law that he or she be classified in this category (for example a foreign high official) or the obligor itself has classified the client as high-risk – enhanced customer due diligence actions and measures are effected.
Another situation where the obligor is required to classify a client as high-risk is when the business relationship is being established without the physical presence of the client.  In that case the obligor is required, besides identifying the client, also to collect additional information about the client’s identity (for example additional personal documentation, business documentation, authorisations signed by responsible officers, etc.).
Which additional measures obligors will undertake when they classify clients in a high-risk category based on their own risk assessment depends on the concrete situation (for example if a client was assessed as high-risk due to its ownership structure, the obligor may by its procedures envisage an obligation of collecting additional data and an obligation to additionally check submitted documentation).
Money laundering risk may be assessed differently by the obligor than terrorism financing risk. Obligors must pay particular attention to clients whose business operations take place largely with cash money because of a terrorism financing risk.  Particular attention in that respect should be paid to the operations of non-profit organisations, because there are numerous possibilities for their abuse for financing terrorism. The geographical risk in relation to the financing of terrorism is pronounced in regions where, according to the data of relevant international organisations such as the United Nations, terrorists are active.
Towards implementing the above-mentioned actions and measures, obligors are required:
1) establish and verify the identity of the client:
•
when they are establishing a business relationship with the client,
•
when in connection with a client or a service there exist grounds for suspicion that money laundering or terrorism financing is involved,
•
when there is suspicion about the veracity or credibility of data about the client;
2) to monitor the business operations of the client and check the compliance of the client’s operation with the nature of the business relationship;
3) to submit to the Administration reports about transactions or persons for which there exist grounds for suspicion that money laundering or terrorism financing are involved.
Obligors are required to draft lists of indicators for recognising suspicious transactions or clients among which they will include indicators published on the Administration’s website. In the procedure of determining the existence of elements for qualifying a certain transaction or person as suspicious, one should always keep in mind indicators for recognising the grounds for suspicion. However, if a transaction fulfils the criteria of one indicator, it does not mean that a suspicious transaction is involved and that the data should be forwarded to the Administration immediately. The broader framework should be viewed, in accordance with the principles that the obligor knows its client best, and it should be assessed whether a transaction is outside the bounds of the usual, or expected operations of the client. Conversely, a transaction may be suspicious without fulfilling any of the indicators.
It should also be emphasised that accountants are not expected to check every transaction that passes through the clients book, while individual accounting services are rendered on a one-time basis, without lasting business co-operation with the client. However, the large number of services provided by accountants place them in a relatively good position, thanks to substantive knowledge and access to the books and accounts of their clients and knowledge of managerial processes, to recognise suspicious activities of their clients or the business associates of their clients which those providing other services would not recognise. Active accountants should always be cautious about actions which indicate a reason for suspicion that money laundering or terrorism financing are involved, using their professional experience and assessment in finding reasons for suspicion where there should be some. The good side of the performance of this function is professional suspiciousness, a principal characteristic of many tasks and relations in accountancy.
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