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MONEY LAUNDERING AND TERRORISM FINANCING

RISK ASSESSMENT GUIDELINES FOR OBLIGORS PROVIDING FACTORING AND FORFEITING SERVICES IN INTERNATIONAL TRADE
SERBIAN VERSION

Pursuant to Article 87, and in connection with Article 7 paragraph 1 of the Law on the Prevention of Money Laundering and the Financing of Terrorism (Official Gazette of the RS, Nos. 20/2009 and 72/2009) – hereinafter: the Law, the Director of the Foreign Currency Inspectorate issues the following 

MONEY LAUNDERING AND TERRORISM FINANCING

RISK ASSESSMENT GUIDELINES FOR OBLIGORS PROVIDING FACTORING AND FORFEITING SERVICES IN INTERNATIONAL PAYMENT OPERATIONS
PURPOSE
The Foreign Currency Inspectorate is pursuant to Article 82 and Article 84 of the Law on the Prevention of Money Laundering and the Financing of Terrorism (Official Gazette of the RS, Nos. 20/2009 and 72/2009) competent for performing oversight of the implementation of the Law with the obligors listed in Article 4 paragraph 2 item 5 of the Law, in international payment operations.

The Foreign Currency Inspectorate is pursuant to Article 87 of the Law on the Prevention of Money Laundering and the Financing of Terrorism authorised to issue on its own or in co-operation with other authorities recommendations, i.e. guidelines, for the application of the provisions of this Law.

The guidelines for the prevention of money laundering and terrorism financing are being issued with the aim of eliminating the risk to which obligors are exposed, appropriate assessment of the exposure to the risk of money laundering and terrorism financing, drafting of risk analyses, development of risk recognition and management procedures, pursuant to Article 7 of the Law, in order to ensure that provisions of the Law on the Prevention of Money Laundering and the Financing of Terrorism and regulations based on it are applied uniformly by obligors involved in factoring and forfeiting activities in international payment operations.

Suspicious transactions are defined as transactions which in the opinion of obligors, in respect of the transaction itself or the person executing it, create reasons for suspicion of money laundering or terrorism financing, or that the transaction involves funds derived from unlawful activities.

Under the Law, all transactions which are by their nature, size, complexity, value or linkage  unusual, or have no clearly visible economic or legal basis, or are disproportionate to the usual or expected operations of the client, as well as other circumstances linked with the status or other characteristics of the client, may be treated as suspicious transactions.

Certain transactions, clients and services, but also business relations, may be treated as suspicious. The rating of the suspiciousness of a certain client, transaction or business relationship is based on the criteria of suspiciousness defined in the List of Indicators for Recognising Suspicious Transactions in Factoring Activities,  but they may be suspicious even if they do not trigger any indicator.

Lists of indicators form the starting point for employees/compliance officers in recognising suspicious circumstances linked with a certain client, a transaction being performed by a client, or a business relationship being concluded by that client, which means that obligors’ employees must be informed about indicators so they can use them in their work. In the process of assessing suspicious transactions, compliance officers are required to provided professional assistance to employees.
BASIC PRINCIPLES Implementation of the Law and standards
During the performance of the activities for which they are registered, obligors are required to act in compliance with obligations prescribed by the Law which regulate the area of detecting and preventing money laundering and terrorism financing, and to ensure observance of the prescribed measures and activities at all levels,  making sure that all obligors’ business activities are conducted in compliance with the Law.

RISK ANALYSIS AND ASSESSMENT

The purpose of risk analysis
Pursuant to the Law, the risk of money laundering and terrorism financing is a risk of a client abusing the sale and purchase of receivables (factoring and/or forfeiting deals) for laundering money or financing terrorism, or that a client, transaction, service or business relationship will be indirectly or directly used for laundering money or financing terrorism.

In order to ensure prevention of exposure to the negative consequences of money laundering money and terrorist financing, under the Law obligors are required to draft a risk analysis which should contain a risk assessment for each group or type of clients, business relationship, service provided by the obligor within its business, or transactions (Article 7 of the Law).

The risk analysis is used to determine the exposure threshold (risk evaluation)  of a certain client, business relationship, service provided by the obligor within its business, or transaction, to a risk of money laundering or terrorism financing.

Drafting a risk analysis is a precondition for implementing prescribed client analysis measures. Pursuant to the classification of the client, business relationship, service or transaction into a risk category depends the type of client analysis which the obligor is required to perform under the Law (ordinary client analysis,  enhanced client analysis, simplified client analysis – low-risk group).

The Minister of Finance has laid down the criteria according to which obligors classify clients, business relationships, services or transactions in a low-risk group for money laundering or terrorism financing, except for the cases listed in the Law, and in accordance with the technical criteria prescribed in recognised international standards, in the Regulation on the Methodology of Performing Activities in Accordance with the Law on the Prevention of Money Laundering and the Financing of Terrorism (Official Gazette of the RS, No. 07/2010 dated 19 February 2010).

Risk management policy and risk analysis
Obligors, i.e., their administrations, may before drafting a risk analysis embrace an appropriate policy of managing the risks of money laundering and terrorism financing. The objective of adopting such a policy is primarily to define at obligor level those areas of business which are more or less critical from the aspect of a risk of abuses for money laundering and terrorism financing, i.e., for the obligor to determine and define on its own the main risks and measures for resolving them.

The risk analysis is a procedure in which the obligor defines the following:
- the probability that its business operations can be abused for money laundering or terrorism financing;

- criteria based on which it will classify a client, business relationship, service or transaction as more or less risky in respect of money laundering or terrorism financing;

- consequences and measures for efficiently managing such risks.

In drafting a risk analysis obligors should also take into account the following criteria:

1.  obligors must produce the risk categories from the risk criteria determined in the Law, the Regulation and the Guidelines, based on which in implementing measures of analysing clients they will classify a client, business relationship, service or transaction into a risk category;

2. obligors may, in line with their risk management policies, in determining risk categories, autonomously classify certain clients, business relationships, services or transactions as being in a high-risk category for money laundering or terrorism financing, and perform an enhanced analysis of the client;

3. obligors may not, in determining risk categories of clients, business relationships, services or transactions, classify them autonomously as medium- (ordinary) or low-risk, if under the Law, Regulation and Guidelines they are defined as high-risk. Neither may obligors in contravention of provisions of the Law, regulations or the Guidelines, autonomously expand the sphere of clients, business relationships, services or transactions which they treat as low-risk.

Within the meaning of these Guidelines, a risk assessment should include at least four main types of risk:

- geographical risk;

- client risk;

- transaction risk; and
- service risk.

In cases other types of risks are identified, due to the specific nature of factoring and forfeiting – obligors should also include those risks.

Geographical risk
The geographical risk is an assessment of the exposure to a risk of money laundering or terrorism financing depending on the region where the country of origin of the client,  the country of origin of the majority founder,  or of the client’s owner or of the persons who otherwise exert a controlling influence on the management of the client and performance of those activities, and the country of origin of the person who executes transactions with the client is located.

The factors based on which it is determined whether certain countries or geographical locations carry a higher risk of money laundering or terrorism financing include the following:

1) states against which the United Nations, the Council of Europe or other international organisations have applied sanctions, an embargo or similar measures;

2) states which credible institutions (the Financial Action Task Force-FATF, the Council of Europe and others) have designated as failing to apply adequate measures to prevent money laundering and terrorism financing;

3) states which have been designated by competent international organisations (e.g., the World Bank, the IMF) as failing to apply appropriate measures for the prevention of money laundering and terrorism financing;

4) states which have been designated by competent international organisations as states with a high incidence of organised crime due to corruption, arms trafficking, white slavery or human rights violations;

5) states which credible institutions have designated as those supporting or financing terrorist activities or organisations;

6) states designated by international organisations (the FATF, the Council of Europe, etc.) as uncooperative states or territories (states or territories which in the view of the FATF have no adequate legislation in the area of the prevention or detection of money laundering or the financing of terrorism, which have no supervision of financial institutions or poor supervision, where the establishment and activity of financial institutions is possible without authorisation of registration with competent public authorities, where the state encourages the opening of anonymous accounts or other anonymous financial instruments, where the manner of recognising and reporting suspicious transactions is deficient, whose international co-operation is inefficient or non-existent, where the law does not provide for an obligation to establish the identity of the beneficial owner, etc.).

In Article 21 of the Regulation the Minister of Finance lists the states which do not apply standards in the area of the prevention of money laundering and the financing of terrorism (so-called black list), and in Article 22 the states which apply money laundering and terrorism financing prevention standards at the level of European Union standards, or higher, (so-called white list).

Obligors use the lists of states for assessing the risk to which they can be exposed by a client on those lists.

The risk assessment and rating also depend on the location of the obligor and its organisational units. A low degree of product/service risk neutralises to a certain extent risks caused by the location. Transactions conducted at offshore designations carry a higher risk of money laundering and terrorism financing. Clients in the region can be less risky than those outside it, or those in countries with which we have no business relations.

Client risk
Obligors autonomously determine their approach to the client risk, based on generally recognised principles and their own experiences. The activities of the following clients may indicate a greater risk:

1) clients who perform business activities or transactions under unusual circumstances, including:

- a considerable and unexpected geographical distance between the locations of the client and the organisational unit of the obligor with which the client establishes a business relationship or conducts a transaction;

- frequent and unexpected establishment of business relationships with more obligors involved in the same activity, without economic justification;

- frequent requests for funds to be paid to the accounts of third persons, or to the accounts of persons based in states where no strict money laundering prevention standards are applied, or to a client’s account which differs from that the client usually uses to do business;

- insistence on the secrecy of a transaction, etc.;

2) clients for whom it is owing to the structure, legal form or complex and unclear relations difficult to establish the identity of the beneficial owners or the persons who control them, e.g., offshore legal persons with an unclear ownership structure not founded by companies in countries which apply standards in the area of preventing money laundering and terrorism financing which are at the level of those prescribed by the Law;

3) clients who perform activities characterised by high turnover and cash payments;

4) foreign arms merchants and arms manufacturers;

5) non-residents and foreign nationals;

6) foreign banks or similar financial institutions from countries which do not apply money laundering and terrorism financing prevention standards, except for banks and financial institutions founded by groups from countries on the white list;

7) clients represented by persons who are lawyers, accountants and other professional agents, especially where the client is only in touch with those representatives;

8) sports associations;

9) companies with disproportionately few staff compared with their volume of operations, which have no infrastructure of their own and no promises, whose ownership structure is unclear, etc.;

10) persons whose offer of establishment of a business relationship was turned down by another obligor irrespective of how it was learnt about that fact,  i.e., persons with bad reputations;

11) clients with unknown or unclear sources of funds, or clients who cannot prove the source of their funds;

12) clients suspected of not acting on their own behalf, i.e., clients working according to the instructions of a third person;

13) clients (natural or legal persons) on the list of persons against whom United Nations or Council of Europe measures are in force;

14) clients residing or with their seat in entities which are not subjects of international law, i.e., are not internationally recognised as states (such entities provide opportunities for fictitious registration of legal persons, issuance of fictitious identifying documents, etc.);

15) clients who are foreign high officials, or persons currently or formerly holding public office in a foreign country or international organisation, as follows:

- heads of state and/or government, and deputies and assistants;

- elected representative in a legislative body;

- judges of the Supreme and Constitutional Courts or other high-level judicial bodies, against whose judgements, except in exceptional circumstances, it is not possible to utilise a regular or extraordinary legal remedy;

- members of the court of auditors, or the supreme auditing institution and the board of the central bank;

- ambassadors, charges d’affaires and senior armed forces officers;

- members of management and supervisory boards of legal persons with a majority state ownership;

- clients who are members of families of foreign senior officials: spouses of common-law spouse, parents, siblings, children and their spouses or common-law spouses;

- clients who are close aides of foreign senior officials, or every natural person drawing joint profits from property or a business relationship, or having any other close business relations, with a foreign high official;

16) clients who are foreign legal persons, and who do not perform or are prohibited from performing commercial, manufacturing or other activities in the state in which they are registered (legal persons with their seats in states known for being offshore financial centres);

17) clients  who are a fiduciary or other similar company of foreign law with unknown or concealed owners or management (companies in foreign law which offer to perform representation services for third parties, i.e., companies, founded by a contract concluded by the founder and the manager, who manages the founder’s property, for the benefit of certain users, or for other specific purposes);

18) clients  with a complex status structure or a complex ownership chain (a complex ownership structure or a complex chain of ownership which hampers or prevents the establishment of the client’s beneficial owner, or persons who indirectly secure ownership funds, based on which they have a possibility of supervision, which they can direct or in other manner considerably influence decisions of the client’s board or management in deciding on financing and business);

19) clients who are financial organisations and who do not need or are not required to obtain a licence from the competent supervisory body for the performance of their activities, i.e., who are under their domestic law not obligors for measures of detecting and preventing money laundering and terrorism financing;

20) clients who are non-profit organisations (institutions,  companies or other legal persons, or entities not involved in economic activities)  who fulfil one of the following conditions:

- their seats are in states known to be offshore financial centres,

- their seats are in states known as financial or tax heavens,

- their seats are in states not signatory to the Treaty on the formation of the European Union,

- their members or founders include a natural or legal person who is a resident of any of the states listed in the preceding item.

Transaction risk
The transaction risk encompasses the following transactions:

1) transactions in considerably disharmony with the standard conduct of the client;

2) transactions which have no economic justification;

3) transactions performed in a way which bypasses standard and customary control methods;

4) complicated, linked transactions;

5) transactions in which the client is clearly concealing the genuine basis and reason for implementing the transaction;

6) transactions in which the client refuses to submit the entire requisite documentation;

7) transactions in which the documentation does not agree with the manner in which it is implemented;

8) transactions in which the source of the funds is not clear or their connection with the client’s business cannot be determined;

9) transactions in which frequent changes of credit notes take place, contradiction between the invoice and the description;

10) transactions intended for persons or entities against whom United Nations or Council of Europe measures are in force;

11) transactions a client would perform in the name and on behalf of a person or entity against whom United Nations or Council of Europe measures are in force;

Risky transactions are also those in which the underlying business is risky. The business is deemed risky for example when the object of the factoring and forfeiting are invoices for consulting, advertising and market research services, or other services whose market price or value is hard to determine, or goods whose cost is hard to determine or which is subject to large fluctuations on the market, etc.

Service risk
The service risk concerns the following risky services:

1) services which are new on the market, i.e., were not offered before in the financial sector and need to be specially monitored in order to determine the real degree of risk;

2) international  private banking, i.e., provision of services of private banking and management of foreign nationals’ funds;

3) electronic banking in cases where a wider range of services is provided in this manner, like opening accounts based on qualified electronic certificates in accordance with the Law on the Prevention of Money Laundering and the Financing of Terrorism;

4) provision of services for which employees in the obligor assess, based on their experience, carry a high level of risk;

5) provision of services by the opening of aggregate or joint accounts which mobilise funds from various sources and from different clients which are deposited in a single account opened to one name;

6) other services carrying a high risk of money laundering and terrorism financing are also negotiable instruments to bearer, but also negotiable instruments to bearer or a fictitious recipient, endorsed without limitation, and all other incomplete instruments which are signed, but without specification of the recipient’s name.

Obligors are required to pay particular attention to all risks of money laundering and terrorism financing which might be the result of the use of new technologies, and implement appropriate measures to prevent the use of those technologies for money laundering and terrorism financing.

Besides the criteria listed above, obligors should in determining the degree of risk of clients, business relationships,  services or transactions include other types of risk or other criteria, such as the following:

- the size, structure and activity of the obligor, including the volume, structure and complexity of the activities performed by the obligor;

- the status and ownership structure of the client;

- the presence of the client, i.e., if the client is not physically present during the conclusion of the business relationship or implementation of the transaction;

- the source of the funds which are the object of the business relationship or transaction in the case of a client who is according to the criteria defined in the Law a politically exposed person;

- the purpose of the conclusion of the business relationship, service or execution of the transaction;

- knowledge of services and its experience, i.e., knowledge in this area;

- other information which indicates that a client, business relationship, service of transaction carry a higher risk.

ACTIONS AND MEASURES UNDERTAKEN BY OBLIGORS
Actions and measures for the detection and prevention of money laundering and terrorism financing are undertaken before, during and after the execution of a transaction and establishment of a business relationship. They include the following:

1) knowing clients and monitoring their business operations (customer due diligence);

2) sending information, data and documentation to the Administration;

3) designating persons responsible for applying obligations laid down in the Law (compliance officers) and their deputies, and providing the necessary conditions for their work;

4) regular professional education, training and improvement of employees;

5) providing regular internal controls of the implementation of obligations laid down in the Law;

6) drawing up lists of indicators for the identification of persons and transactions for which there exist grounds for suspicion of money laundering or terrorism financing;

7) keeping records, protecting and keeping data from those records;

8) implementation of measures laid down in the Law in obligor branches and majority-owned subsidiaries located in foreign countries;

9) implementation of other activities and measures based on the Law.

I Due diligence actions and measures
Obligors apply customer due diligence actions and measures in the following cases:

1) when establishing a business relationship with a client (a business relationship is every business or other contractual relationship which the client establishes or concludes with the obligor and which is linked with the performance of the obligor’s activity);

2) when carrying out a transaction whose value is the dinar equivalent of 15,000 EUR or more calculated by the National Bank of Serbia median exchange rate on the date of execution of the transaction,  irrespective of whether the transaction is carried out in one or more than one connected operations;

3) when there are doubts about the veracity or credibility of previously obtained data about a client or beneficial owner of the client;

4) always when there are grounds for suspicion in connection with a client or a transaction that money laundering or terrorism financing are involved, irrespective of the transaction’s value.

Depending on the degree of risk of money laundering and terrorism financing, international standards and the Law make it possible for obligors to implement three types of customer due diligence actions and measures: general, simplified, and enhanced.

Clients who in view of the experience of obligors represent a high risk of money laundering or terrorism financing are the following:

1. persons for whom the Administration has issued an order to the obligor to monitor all transactions or business operations of those persons and to notify the Administration thereof, because there exist grounds for suspicion that money laundering or terrorism financing are involved (Article 57 of the Law);

2.
persons for whom the Administration has issued to the obligor an order on temporary suspension of the execution of a transaction (Article 56 of the Law);

3. persons for whom the Administration has extended the term to the obligor of an order for monitoring transactions or the person;

4. persons for whom the obligor has sent data to the Administration, because reasons to suspect money laundering or terrorism financing had existed in connection with that persons or a transaction that person had carried out.
Customer due diligence actions and measures are key preventive elements in the process of detecting and preventing money laundering and terrorism financing. The purpose of implementing customer due diligence measures is to establish and verify in a credible manner the identity of the client based on documents, data and/or information from reliable, trustworthy and objective sources, to determine the beneficial owner of the client and verify the owner’s identity, to obtain information about the purpose of the business relationship or transaction and other data in accordance with the Law, and to regularly monitor business activities and check the conformity of the client’s activities with the nature and purpose of the business relationship and the usual scope and type of business being performed by the client, pursuant to the provisions of Article 8 of the Law.

Monitoring the business activities of the client encompasses four segments of the client’s business, as follows:

1. Monitoring and verifying the conformity of the client’s business with the envisaged nature and purpose of the business relationship;

2. Monitoring and verifying the conformity of the client’s source of funds with the envisaged source of funds that the client listed in the process of establishing the business relationship;

3. Monitoring and verifying the conformity of the client’s business with the client’s usual volume of business;

4. Monitoring and recording collected documents and data on the client.

The Law proceeds from a basic assumption that certain clients, business relationships, services and transactions carry or smaller or greater risk and threat of money laundering or terrorism financing. For that reason the Law introduces, besides regular analyses of the client (general customer due diligence action and measures), two other different manners of analysis of the client: enhanced analyses for clients with a major risk of money laundering and terrorism financing, and simplified client analyses, which are permitted where there is a negligible risk of  money laundering and terrorism financing.

Where it is not possible to determine or verify the identity of the client or beneficial owner of the client, or where an obligor has reason to doubt the veracity or credibility of data or documentation, or cannot obtain information about the purpose and intent of the business relationship or transaction and other data in accordance with the Law, or is unable to regularly monitor business and check the conformity of the client’s activities with the nature of the business relationship and the usual volume and type of the client’s business operations, or where the client is not willing or showing no readiness to co-operate in the determination of genuine and complete data that the obligor requests in the process of analysing the client, or in the cases stipulated in Article 26 of the Law, the obligor is required to refuse establishment of a business relationship, as well as execution of the transaction, and where a business relationship has already been established, is required to  terminate that relationship (Article 8 paragraph 2 of the Law). The obligor is required to notify the Administration thereof.

In the establishment of a business relationship the obligor may, under conditions laid down by the Law, entrust the performance of certain customer due diligence actions and measures to a third party, in which process the obligor is required to verify that the third party meets the requirements stipulated by the Law. By entrusting certain customer due diligence actions and measures to a third party the obligor is not released from the responsibility for the correct performance of customer due diligence actions and measures in accordance with the Law.

The third party is required to submit to the obligor data collected about the client which the obligor requires in order to establish a business relationship,  and, acting on a request of the obligor, deliver without delay copies of identity papers and other documentation based on which the third party applied the customer due diligence actions and measures and obtained the requested data about the client. The obligor is required to keep the obtained copies of the identity papers and documentation in accordance with the Law. If the obligor has doubts about the credibility of the customer due diligence actions and measures performed, or of the identification documentation, or of the veracity of data obtained about a client, it is required to request from the third party to submit a written  statement about the credibility of the customer due diligence actions and measures performed and the veracity of the data collected about the client.

The third party who conducted the analysis of the client instead of the obligor is responsible for the fulfilment of obligations laid down by the Law,  including the obligation of reporting suspicious transactions and the obligation of keeping data and documentation.

Although the obtaining of the data and documentation (analysis of the client) was conducted by a third party instead of the obligor, the obligor is still responsible for the customer due diligence actions and measures performed.

II
Submitting information, data and documentation to the Administration for the Prevention of Money Laundering
Obligors are required to notify the Administration about all cash transactions of a value of at least 15,000 EUR in dinar counter-value immediately after they are carried out, or no later than three days after the transaction. Obligors are required to submit data to the Administration always when there exist grounds for suspicion in connection with a transaction or a client that money laundering or terrorism financing are involved, before the execution of the transaction, specifying in the report the deadline for the execution of the transaction. In urgent cases notification may also be effected by telephone, with written notification following no later than the next workday. A reporting obligation also exists for planned transactions,  irrespective of whether it has been executed.

If due to the nature of the transaction, because the transaction was not executed, or for other justified reasons, the obligor cannot submit data to the Administration, it is required to submit the data as soon as it becomes possible, and no later than immediately after it learns about the grounds for suspicion that money laundering or terrorism financing is involved, and to substantiate in writing why it had failed to act in the prescribed manner.

Obligors’ employees who determine the existence of reasons for suspicion that money laundering or terrorism financing are involved are required to notify immediately the compliance officer for the prevention of money laundering, or the officer’s deputy. The obligor is required to organise the procedure of reporting suspicious transactions between all organisational units and compliance officers, i.e., pursuant to the following instructions, to:

- determine in detail the manner of reporting data (by telephone, by fax, by safe electronic mail, etc.);

- determine the type of data which are reported (data about the client, transaction, reasons for suspicion of money laundering, etc.);

- determine the manner of co-operation of organisational units with the compliance officer;

- determine the way of acting towards the client in case the execution of a transaction is suspended by the Administration;

- determine the role of the compliance officer when a suspicious transaction is reported;

- prohibit employees from disclosing information that data, information or documentation are to be submitted to the Administration;

- determine measures in connection with continuing doing business with the client (temporary suspension, termination of business relationship, enhanced customer due diligence actions and measures, monitoring the client’s future business operations, etc.).

The Minister of Finance has laid down the manner of submitting data to the Administration, and conditions under which for certain clients obligors are not required to report to the Administration cash transactions of a value of 15,000 EUR or more in dinar counter-value, in the Regulation on the Methodology of Performing Activities in Accordance with the Law on the Prevention of Money Laundering and the Financing of Terrorism.

III  Designating persons responsible for performing obligations (compliance officers) and their deputies, and providing necessary conditions for their work
Obligors are required to appoint compliance officers and deputy compliance officers for the performance of certain actions and measures for the prevention and detection of money laundering and terrorism financing,  and to submit to the Administration data about the names and job titles of the compliance officer and deputy compliance officer, and all changes in those data, no later than 15 days from the dates of appointment.

Obligors with less than four employees are not required to appoint a compliance officer (Article 39 paragraph 2 of the Law).

Obligors are required to ensure that the jobs of compliance officer and deputy compliance officer are performed by persons meeting conditions laid down in Article 40 of the Law, and to provide for them the following conditions laid down in Article 42 of the Law:

- unrestricted access to data, information and documentation required for the performance of their tasks;

- appropriate human, material, IT and other work resources;

- adequate office space and technical conditions for an appropriate level of protection of confidential data at the disposal of the compliance officer;

- ongoing professional training;

- replacements during absences;

- protection with respect to the disclosure of data about the compliance officer to unauthorised persons, and protection from other actions which may affect unhindered performance of the compliance officer’s duties;

Internal organisational units, including the highest management in the obligor, are required to provide assistance and support to the compliance officer in the performance of his tasks, and to notify the officer regularly about facts which are, or which may be, linked with money launder or terrorism financing.

Obligors are required to define in writing the manner of co-operation between the compliance officer and other organisational units.

In the performance of tasks laid down by the Law, compliance officers are required to:

- provide professional assistance to employees in the operational implementation of measures in the area of preventing and detecting money laundering and terrorism financing;

- advise the obligor’s management in the formation of the management policy about money laundering and terrorism financing risks;

- keep the obligor’s management constantly informed about activities in connection with the detection and prevention of money laundering and terrorism financing;

- take part with other obligors in the development of an integrated policy of detecting and preventing money laundering and terrorism financing.

IV Regular professional education, training and improvement of employees
Obligors are required to provide regular professional education, training and improvement for all employees involved in activities of preventing and detecting money laundering and terrorism financing, as well as all those performing certain activities at their jobs which are or could be indirectly or directly exposed to a money laundering and terrorism financing risk, and all associate staff entrusted by contact with the performance of tasks, unless they are independent obligors for the implementation of measures of detecting and preventing money laundering and terrorism financing.

Obligors are required to draft annual professional education, training and improvement programmes for employees in the area of prevention and detection of money laundering and terrorism financing for each calendar year,  no later than March for the current year. The programme should specify the following: the content and scope of the educational programme, the aim of the educational programme, the manner of implementing the educational programme (lectures, presentations etc.), the groups of employees for whom the educational programme is intended, the duration of the educational programme.

Obligors are required to include in the procedure of employee professional education, training and improvement all new employees, and to organise for them a special programme of professional education, training and improvement in the area of preventing and detecting money laundering and terrorism financing. The programme should contain at least provisions on the obligation to analyse clients, assessment of the money laundering and terrorism financing risk, manner of forwarding prescribed data to the Administration for the Prevention of Money Laundering, indicators for recognising clients and transactions for which there exist reasons to suspect money laundering or terrorism financing, requirements with respect to the security and keeping of data, and procedures which the obligor itself has developed (internal regulations and instructions) for the purpose of implementing the Law, the Regulation and the Guidelines.

Regular professional education, training and improvement may be conducted by the compliance officer, the deputy compliance officer, or other duly professionally trained person appointed by the obligor’s management on a proposal by the compliance officer.

V Providing regular internal controls of execution of tasks from the Law
Obligors are required to establish regular and systematic internal controls of the execution of tasks of preventing and detecting money laundering and terrorism financing. The purpose of the internal controls is to detect and eliminate defects in the implementation of prescribed measures for the prevention and detection of money laundering and terrorism financing, and to improve the system of detecting transaction and clients for whom there exist reasons to suspect money laundering or terrorism financing. Controls of the correctness and efficiency of the prescribed measures of preventing and detecting money laundering and terrorism financing should be effected by obligors by means of regular or extraordinary supervisions, in the procedure of implementing internal controls pursuant to the Law, the Regulation and the Guidelines.

Obligors with less than four employees are not required to perform internal controls (Article 39 paragraph 2 of the Law).

In the event of changes in the business process (e.g., organisational changes, changes of operating procedures, introduction of new services), obligors are required as part of internal controls to check and adjust their procedures in order to make then adequate for implementing obligations laid down by the Law. Obligors are required to conduct annual checks of how their systems and procedures are adjusted for implementation of the Law, and of the application of those procedures, as well as every time a change in the business process takes place, no later than the date when the change is introduced in the obligor’s offer.

Obligors and their managements are responsible for securing and organising internal controls of jobs performed in the obligors in accordance with the Law. Obligors are required to define by internal regulation the powers and responsibilities of the management,   organisational units, compliance officers and other entities in the obligor performing internal controls, and the manner and schedule of performing internal controls.

Obligors are required to draft an annual report about performed internal controls and measures undertaken after those controls no later than 15 March of the current year for the preceding year and to deliver the report to the Administration and the Foreign Currency Inspectorate at their request, within three days after the request is submitted.

The Minister of Finance has laid down the manner of performing internal controls in the Regulation on the Methodology of Performing Activities in Accordance with the Law on the Prevention of Money Laundering and the Financing of Terrorism.

VI Drafting indicators for recognising persons and transactions for which there exist grounds for suspicion that money laundering or terrorism financing is involved
Obligors are required to develop a list of indicators for recognising persons and transactions for which there exist grounds for suspicion that money laundering or terrorism financing is involved, taking into account the complexity and extent of the executed transactions, an unusual transaction execution patterns, the value or links of transactions with no economically or legally justified purpose, or transaction which are inconsistent or disproportionate to the usual and expected operations of the client, as well as other circumstances linked with the status or other characteristics of the client.

Obligors are required in drafting the list of indicators referred to in Article 50 paragraph 1 of the Law  to include indicators from the list of Indicators for Recognising Suspicious Transactions in Factoring Operations  posted on the Administration’s internet site:

1) Clients who hand over their claims from business operations to the Factor frequently change debtor companies (buyers) of which some are not involved primarily or usually in the activity for which they are receiving goods;

2) A client suddenly begins offering to the Factor redemption of claims also for other delivered goods or services rendered to the Debtor (buyer) which are not customary for the Debtor’s business activity;

3) The Factor has discovered that a client has handed over claims based on forged invoices and other documentation (fictitious deliveries) which is has forwarded to the Debtor (buyer), and that there exists or has existed a link between the client and the Debtor (buyer) through persons who are founders and authorised officers;

4) The Factor has discovered or has knowledge that a client is handing over his claims after billing the Debtor – a newly established legal person (buyer) which ends its operations quickly (fictitious company);

5) The Factor has knowledge that a client is offering for sale claims to other factoring companies and giving different data about business operations which are at variance with the real situation (data about debtors, guarantees, bills, the claims due dates, etc.);

6) The client offers unusually favourable conditions for calculating the amount (interest, commission) proposing in return flexible contractual conditions (collateral);

7) The client offers as a guarantee and collateral a share of third persons who are of suspect solvency;

8)  The client has in the claims purchase contract submitted to the Factor false or inappropriate documentation (guarantees, collateral and security funds);

9) The client frequently alters decisions in respect of the Factor’s obligations (payment of claims), demanding that the Factor pay to another person in accordance with the client’s instructions (e.g., notice of assigning claims) or authorisation (e.g., in the event of a cession);

10) The Factor has knowledge that the client or the debtor are a legal person headed by persons of suspect business reputation;

11) The client offers to the Factor as collateral for collecting claims collateral of one or more natural persons;

12) The Factor’s client is a foreign trade company which markets its goods or services in offshore destinations or states where prevention of money laundering and terrorism financing standards are not applied, or states which have strict regulations on confidentiality and secrecy of banking and business data. Lists of those states can be found on the website of the Administration for the Prevention of Money Laundering;

13) The Factor has knowledge of a client – a foreign trade company which breaks the law frequently (foreign trade, customs, tax and foreign currency regulations) in an effort to avoid presenting its true sales of goods and services;

14) The client reports claims which are not in keeping with the economic power and business activity of the creditor;

15)  The reported claims are not in keeping with information about the economic power of the debtor and which from the start indicate possible difficulties in collecting debts;

16) The debtor’s payments were effected by bills of exchange which were endorsed several times;

17) Payments in the name of the initial debtor were effected by third persons who have no commercial or any other (for example family) relations with the debtor;

18) The debtor’s payments are transfers from accounts located in areas which are very distant from the place of residence of the debtor, especially if they are in states where prevention of money laundering and terrorism financing standards are not applied, or states which have strict regulations on confidentiality and secrecy of banking and business data.

It is especially important that all employees are informed about the indicators and that they use them during their work.

VII Keeping records, protection and keeping of data in those records
Obligors are required to keep records:

- about clients, as well as business relationships and transactions referred to in Article 9 of the Law;

- furnished to the Administration in accordance with Article 37 of the Law.

The content of the records about clients, business relationships and transactions is prescribed by Article 81 of the Law.

Obligors are required to treat data they get as business secrets and to treat them in accordance with the Law, the law which regulates the confidentiality of data and the Administration’s Regulation. All employees, as well as all other persons who have access to the data in any form, are required to maintain confidentiality of data.

The following are also deemed business secrets or confidential data according to the law (the obligor may not divulge them to a client or third party):

- data that reasons for suspecting money laundering or terrorism financing have been determined in connection with a party or transaction, and forwarded to the Administration;

- data about suspension of the execution of a transaction, and details in connection with the same;

- data about the order of the Administration for permanent monitoring of the operations of a client;

- data that in connection with a client or a third party an investigation in connection with money laundering or terrorism financing has been opened or could be instituted.

The obligation to preserve confidentiality of data does not exist if the data are needed for evidence in judicial proceedings, if the delivery of the data is requested in writing or ordered by the competent court, or if the data are requested from the obligor by the Administration or the Foreign Currency Directorate, for the purpose of supervision of the application of the Law.

An exception from the principle of maintaining the confidentiality of data also exists when the obligor is under the Law required to submit the data to the Administration for the Prevention of Money Laundering, in which process the obligor’s employees shall not be held liable for any damage to clients and third parties if they complied with the requests of the Administration, i.e., in cases listed in Article 75 of the Law.

Access to data, classified as business secrets or as secrets, must be restricted. Obligors must specify in an internal regulation in detail the conditions and manner of accessing the data, in which process the obligor must take into account the following instructions:

1. data and documentation should be stored in a manner and form preventing unauthorised persons from accessing them and learning their content (in appropriate technically or physically safe rooms for storage, in locked cabinets, etc.);

2. the right of insight into data on clients and transactions for which there exist reasons for suspicion of money laundering or terrorism financing, or knowledge about their content, is held by members of the management and supervisory boards of the obligor, the compliance officer for the prevention of money laundering and terrorism financing and his deputies, managers of the obligor’s branches and other persons designated by the obligor’s management;

3. it is prohibited to photocopy, copy, process, publish or in any other manner reproduce documentation containing the aforementioned data before a prior written authorisation of a responsible officer;

4. in case documentation is photocopied, the obligor must ensure that it is visible from the copy from which documentation or part of documentation the copy was made, specify in a visible spot that it is a photocopy and the number of photocopies made, the date when the photocopies were made, and the signature of the person who made them;

5. obligor’s employees are required to conduct a short procedure of logging in and logging out their personal passwords at the start and the end of the processing of data, in order to prevent by the use of the passwords unauthorised access to documents;

6. a system of monitoring access to data and documentation and their processing must be established;

7. data may be transmitted only in a form which makes it impossible for unauthorised persons to learn about the data, either using  the obligor’s own courier service or sending in a sealed envelope by registered mail with confirmation of receipt, etc., and in case data are transmitted electronically, by using a secure electronic business system (data encryption, etc.);

8. obligor’s employees are required to observe laws which regulate the security of personal data and laws which regulate confidentiality of data.

Obligors are required to keep data and documentation in connection with a client, established business relationship with a client and executed transaction, obtained in accordance with the Law, for a minimum of ten years from the date of the execution of the transaction, and data and documentation about the compliance officer, deputy compliance officer, professional training of employees and performed internal controls for at least five years from the date of the termination of duty of the compliance officer, the performance of the professional training or of the internal control.

VIII
Implementation of measures of detecting and preventing money laundering and terrorism financing in obligor branches and majority-owned subsidiaries located in foreign countries
The obligor is required to set up a system of conducting a uniform policy of detecting and preventing money laundering and terrorism financing in all obligor branches and majority-owned subsidiaries in foreign countries. To that end the obligor is required to ensure that the measures prescribed by the Law of detecting and preventing money laundering and terrorism financing in connection with customer due diligence actions and measures (client analysis), notification about suspicious transactions, keeping of records, internal controls, keeping of data and other important circumstances are implemented in the same measure in its branches and majority-owned subsidiaries abroad, except if it explicitly contravenes the regulations of that state, about which it is required to notify the management and to adopt appropriate measures for the elimination of the risk of money laundering and terrorism financing (Article 38 of the Law).

The obligor’s management must ensure that:

- all the obligor’s branches and majority-owned subsidiaries located in foreign countries are informed about the policy of detecting and preventing money laundering and terrorism financing;

- they build into their operational processes internal procedures of detecting and preventing money laundering and terrorism financing, adopted based on the Law, the Regulation and the Guidelines, through the managers of branches and majority-owned subsidiaries in foreign countries;

- they conduct constant supervision and ensure the efficiency of the measures of detecting and preventing money laundering and terrorism financing in all the branches and majority-owned subsidiaries in foreign countries.

IX Conducting other actions and measures pursuant to this Law.
OBLIGOR’S CO-OPERATION WITH THE FOREIGN CURRENCY INSPECTORATEAND THE ADMINISTRATION FOR THE PREVENTION OF MONEY LAUNDERING
Within their legal obligations, obligors are required to ensure full co-operation with the supervisory authorities –  the Foreign Currency Inspectorate and the Administration for the Prevention of Money Laundering. Co-operation between obligors and the supervisory authorities is mandatory, especially in the case of submission of documentation, requested data and information relating to clients or transactions for which their exist reasons to suspect money laundering or terrorism financing. Co-operation is also necessary in the event of notification about any activity of circumstances which could be linked with money laundering or the financing of terrorism.
APPLICATION OF THE GUIDELINES
The Foreign Currency Inspectorate, pursuant to Article 82 paragraph 1 item 6 and Article 84 item 11 of the Law on the Prevention of Money Laundering and the Financing of Terrorism, conducts supervision of the implementation of this Law in international payments operations in obligors referred to in Article 4 paragraph 2 item 5 of the Law.

Obligors must by 1 January 2011 at the latest harmonise their operations with the content of the Guidelines and draft internal regulations, pursuant to provisions of the Law on the Prevention of Money Laundering and the Financing of Terrorism.

The Guidelines shall enter into force on the date of their signature and shall be applied from 1 January 2011.
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