RULEBOOK
ON METHODOLOGY FOR IMPLEMENTING REQUIREMENTS IN COMPLIANCE WITH THE LAW ON THE PREVENTION OF MONEY LAUNDERING AND TERRORISM FINANCING
(“Official Gazette of RS”, nos 7/210 & 41/2011)

Article 1

This rulebook, as the methodology for implementing requirements by the obliged entity and lawyer in compliance with the Law on the Prevention of Money Laundering and Terrorism Financing ('Official Gazette of RS', No. 20/09 and 72/09 – hereinafter referred to as: AML/CFT Law), shall prescribe: criteria based on which the obliged entity classifies a client, business relationship, or service that it provides within its business activity into a low-risk group in terms of money laundering or terrorism financing; conditions under which the identity of a customer, or its legal representative may be established and verified using the client's qualified electronic certificate; manner in which the obliged entity provides to the Administration for the Prevention of Money Laundering (hereinafter referred to as: the APML) the data specified in Article 37, paragraphs 1-4 of the AML/CFT Law; conditions under which the obligors are not required to report to the APML cash transactions in the amount of or exceeding the RSD equivalent of EUR 15,000 with respect to certain clients; content and procedure for taking professional exam for obtaining AML compliance officer and deputy compliance officer licence; internal controls procedure, data keeping and protection, record keeping, and professional education, training and improvement of employees in the obliged entities and lawyers; list of countries that do not apply anti-money laundering and counter-terrorist financing (AML/CFT) standards; list of countries that apply AML/CFT standards at the European Union level or higher, and a mandatory inclusion of certain indicators into the list of indicators developed by the obliged entity and lawyer. 

I CRITERIA BASED ON WHICH THE OBLIGED ENTITY CLASSIFIES A CLIENT, BUSINESS RELATIONSHIP, OR SERVICE THAT IT PROVIDES WITHIN ITS BUSINESS ACTIVITY INTO A LOW-RISK GROUP IN TERMS OF MONEY LAUNDERING OR TERRORISM FINANCING

Article 2

For the purposes of this Rulebook, a public body means any domestic or foreign state body, body of an autonomous province, body of a unit of local self-government, public agency, public service, public fund, public institute or chamber, as well as any other public institution performing activities of public interest based on domestic regulations, regulations of foreign countries or international organisations.  

Article 3


The client that poses a low risk of money laundering or terrorism financing may be a foreign public body meeting the following criteria:


1) It should carry out a public function based on the primary and secondary European Union legislation;


2) Its identity should be possible to establish from publicly available sources;


3) Its business procedures, as well as the results of the audit of its business, should be known and publicly available;


4) It should be responsible to an institution of the European Union or a European Union member state, or an efficient control of its activities should be ensured in another manner.

Article 4
 A customer posing low AML/CFT risk can be a legal person other than the public body, if it meets the following conditions:

1) It is not the person referred to in Article 4 of AML/CFT Law;

2) It provides financial services;

3) It is registered in the country which is on the list of countries that apply AML/CFT standards at the European Union level or higher;

4) It is required, in the country of registration, to undertake measures and actions for the prevention and detection of money laundering and terrorism financing;

5) Its identity can be established from publicly available sources;

6) It is subject to a mandatory legal registration for the performance of its business;
7) It is adequately supervised in the performance of actions and measures referred to in item 4) of this paragraph. Adequate supervision means supervision by the competent state body, which includes on-site supervision of internal procedures, data records, and business documentation;

8) There should be adequate sanctions provided in case of failure to meet the requirements laid down under item 4) of this paragraph.

A client posing low AML/CFT risk can also be a business unit or majority-owned subsidiary of the client referred to in paragraph 1 of this Article under the condition that the requirements listed in Article 38 of the AML/CFT Law.

   Article 5

The obliged entity is required to check if the requirements listed in Articles 3 and 4 of this Rulebook are fulfilled.

The obliged entity is required to obtain from the customer a written statement concerning the fulfilment of conditions provided in paragraph 1 of this Article.
 Article 5a

The client which poses a low AML/CFT risk and to which simplified customer due diligence applies may be any other person whose risk has been assessed as low in the process of risk analysis conducted by the obliged entity on the basis of Article 7, paragraph 1 of the AML/CTF Law. 
 Article 6
A service provided by the obliged entity within its business (hereinafter referred to as: the service), as well as the transaction related to such service, can pose low AML/CFT risk subject to the following conditions:

1)  The services should be provided based on a written contract;

2) The transactions related to the services should be carried out through the client's account opened with a bank or a similar institution in the Republic of Serbia or foreign country listed as applying AML/CFT standards at the European Union level or higher;

3) The nature of the service or the related transaction allows for the timely performance of customer due diligence actions and measures in case of suspicion on money laundering or the financing of terrorism;

4) The value of the service or related transaction should not exceed:

- the amount determined in Article 12 of the AML/CFT Law in case of services related to savings with characteristics similar to a life insurance contract; 

- the RSD equivalent of EUR 15,000 per year, in case of a leasing contract;

- the RSD equivalent of EUR 15,000 for the total amount of the service and its related transactions; 

5) A third party may not have the benefit from the services or its related transactions, except in case of death, occurrence of disability, survival of age established in advance, or other similar circumstances.

The obliged entity is required to report the inclusion of a low-risk service into their business offer to the body competent for the supervision of the implementation of the AML/CFT Law. 

 
A service or its related transactions which are related to the investment of funds into financial property (securities, certificates of deposit), including insurance claims and other types of conditional claims, may pose low AML/CFT risk if, in addition to the conditions listed in paragraph 1 of this Article, the following conditions have been met:

1) The benefit from the service or its related transactions is due more than three years after the conclusion of the contract;

2) Service or its related transactions cannot be used as a guarantee for the collection of receivables;

3) During the business relationship, the following is not allowed:

- Increase of the contracted payment amounts;

- Purchase of the insurance policy; 

- Early termination of the business relationship.

II   CONDITIONS UNDER WHICH THE IDENTITY OF A CUSTOMER, OR ITS LEGAL REPRESENTATIVE, MAY BE ESTABLISHED AND VERIFIED USING THE CLIENT'S QUALIFIED ELETRONIC CERTIFICATE 

Article 7

 Conditions under which the identity of the client (natural person), or its legal representative, may be established and verified using the qualified electronic certificate are as follows:

1) The client's qualified electronic certificate should be issued by the certification body which is recorded in the register kept by the competent body in line with the law governing the electronic business operations and electronic signature;

 
2) The client's qualified electronic certificate should not be issued under a pseudonym;

3) The client should provide technical and other conditions enabling it to check, at any time, whether a client's qualified electronic certificate has expired or it has been cancelled, and whether the private cryptographic key is valid and issued in line with item 1) of this paragraph;

4) The client should check if the client's qualified electronic certificate has restrictions on its use with respect to the amount of the transaction, type of business operations, etc, and to accommodate its business operations with such restrictions;

5) The obliged entity is required to provide for technical requirements for the maintenance of records concerning operating the system using client's qualified electronic certificate.

The obliged entity is required to report to the APML and to the supervisor that the identification and verification of identity of the client will be carried out using client's qualified electronic certificate. It is also required to send in this report a statement concerning the fulfilment of conditions listed in paragraph 1, items 3) and 4) of this Article.
IIa TAKING A PROFESSIONAL EXAM FOR OBTAINING AML/CFT COMPLIANCE OFFICER AND DEPUTY COMPLIANCE OFFICER LICENCE – EXAM CONTENT AND PROCEDURE 

Article 7a

AML compliance officer licence will be obtained by a person who has passed the professional exam for compliance officer position (hereinafter referred to as: the professional exam).

The professional exam consists of a general and specific part.

The specific part of the professional exam tests the candidate’s knowledge on inherent money laundering and terrorism financing risks specific for the obliged entity’s sector.
The curriculum for the general as well as specific part of the exam is printed with this Rulebook and is its integral part. 

Article 7b

Date, place and time of the professional exam, as well as the deadline for exam application are determined by the Administration Director; these along with suggested reading for taking the professional exam are posted on the Administration website. 



       
 Article 7c

The professional exam application contains: name and surname of the candidate, date and place of birth, UCRN, city and home address of the candidate, candidate’s occupation and the name of the employer (in case the candidate is employed), as well as the candidate’s telephone and electronic mail address. 
Professional exam application is filed on the form P1, which is printed with this Rulebook and is its integral part.

The candidate indicates in the application form referred to in paragraph 1 of this Article the sector for which they want to have the compliance officer licence.

Along with the application form referred to in paragraph 1 of this Article the candidate should enclose proof of having paid the fee for taking the professional exam. 

The candidate may take professional exam for more than one sector for which they want to have the compliance officer licence.

The Administration notifies the candidate in writing on the date, place and time of the professional exam.





 Article 7d    

The professional exam is taken before the Professional Exam Committee (hereinafter referred to as: the Committee), which is formed by the Administration Director.

The Committee has three members, one of whom is the Chairperson.

The Committee decides by majority vote of its members.





 Article 7e

The professional exam is taken in written form in the duration of two hours.

The Committee approves the questions in the general and specific part of the exam.  
The Committee shall make the assessment report on each candidate alone within 15 days following the day of exam, and the rating of the candidate shall be assessed as “passed” or “did not pass”.
The report of the Committee shall contain: name and surname of the candidate, date and place of birth, UCRN, place and address of residence, candidate’s occupation, the name of the employer if the candidate is employed, names and surnames of the Committee members, candidate’s rating, dates and signatures of the Committee members. The exam paper completed by the candidate shall be attached to the report. 
The candidate who quits the professional exam before completion shall be taken not to have passed the exam, as well as the candidate who scores less than 80% of points.

The Administration shall notify the candidate of the professional exam results within 20 days following the day of the exam.

The candidate who did not pass the professional exam is entitled to re-sit for the professional exam two months after they took the exam on the last occasion. 




Article 7f

The candidate who passed the professional exam will have the AML /CFT officer licence issued by the Administration Director for the sector in which he passed the professional exam. The licence is issued for the period of five years. After the period of five years expires, the holder of the licence shall sit for the professional exam again.

The AML/CFT compliance officer licence is issued on the P2 form, which is printed along with this Rulebook and is its integral part.

The licence is of rectangular shape, in A4 format, with the text printed horizontally.

The licence contains:

1) The upper part in the middle the text will read as “REPUBLIC OF SERBIA”, followed underneath by the text: “Ministry of Finance – Administration for the Prevention of Money Laundering;”

2) Underneath in the middle there will be a graphic symbol of the official badge of the civil servant employed by the Administration;

3)  Underneath in the middle there will be a text as follows: Pursuant to Article 40, para.3 of the Law on the Prevention of Money Laundering and Terrorism Financing (“Official Gazette of RS” no. 20/09, 72/09 and 91/10) the Administration issues;
4) Underneath in the middle the text as follows: “LICENCE”, and the text below in the middle: “to work as a compliance officer in”, followed by a space to be filled in with the name of the sector for which the licence has been obtained;
5) Underneath in the middle the text as follows: “name and surname of the candidate, date and place of birth, residence”, with the space provided to enter the details;
6) Underneath in the middle there will be a protective hologram with a  graphic symbol of the official badge of the civil servant employed by the Administration;

7) Underneath the protective hologram, on the left side the text goes as follows: “date of issue:” with the space provided to fill in the date; next to it in the middle there will be a series number of the licence with the space provided, and next to it, on the right, the seal and the text: “DIRECTOR” with the space provided for the Director’s signature;
8) Underneath, the text “Valid until:” with the space provided to fill in the expiry date of the licence.
The Administration keeps the record on the persons issued with the compliance officer licence, which contains the data referred to in Article 7e paragraph 4 of the Rulebook.





Article 7g

The costs of organizing the professional exam and licence issue are real and constitute actual expenses incurred by the Administration with regard to the preparation of suggested reading by Serbian and foreign authors; technical and IT aspects of organizing professional exam, as well as the issue of licence. The amount of costs of organizing the professional exam and issue of licence are posted on the Administration website.
III   INTERNAL CONTROLS PROCEDURE, DATA KEEPING AND PROTECTION, RECORD KEEPING, PROFESSIONAL EDUCATION, TRAINING AND IMPROVEMENT OF EMPLOYEES IN THE OBLIGED ENTITIES AND LAWYERS

Article 8

The purpose of the internal control referred to in Article 44 of the AML/CFT Law is the prevention, detection and remedying of deficiencies found in the implementation of the AML/CFT Law, as well as the improvement of the internal systems for the detection of transactions and persons suspected of money laundering or terrorism financing. 

In the performance of internal controls, the obliged entity is required to carry out checks and tests of the application of the AML/CFT system and adopted procedures, using the method of random samples or other appropriate method.  

Article 9

In case of change in the business processes of the obligor (for instance, organizational change, business procedures change, introduction of a new service), the obliged entity is required, in the performance of the internal control, to check and harmonise its procedures so that they are adequate for the implementation of the AML/CFT Law. 
The obliged entity is required to verify the compliance of its system and procedures for the purposes of application of the AML/CFT Law, as well as application of such procedures, once a year, and each time when a change referred to in paragraph 1 of this Article occurs, no later than the day of introduction of such change into the business offer.

       Article 10

 The obliged entity and the management bodies of the obliged entity shall be responsible for the provision and organization of internal controls over the tasks performed at the obliged entity according to the AML/CFT Law.

The obliged entity shall determine, in its legal document, the powers and responsibilities of the management bodies, organization units, compliance officers, and other entities in the obliged entity in the implementation of the internal controls, as well as the manner and schedule of internal controls.

            


      Article 11
The obliged entity shall make an annual report concerning the internal controls performed and measures undertaken following such controls until the 15th of March of the current year for the previous year. 

The annual report referred to in paragraph 1 of this Article shall contain the following data:

1) number of reported cash transactions in the amount of EUR 15,000 or more, in its RSD equivalent;

2) number of transactions or persons reported as suspected to be related to money laundering or the financing of terrorism;

3) number of transactions or persons suspected to be related to money laundering or the financing of terrorism that have been reported to the compliance officer by the obliged entity's employees, but were not reported to the APML;

4) number of established business relationships where the client's identity was established based on a qualified electronic certificate of the client, as well as the number of business relationships established through the attorney; 

5) frequency of certain suspicious transaction indicators used (hereinafter referred to as: indicators) by obliged entity's employees when reporting transactions to the compliance officer;

6) number of internal controls performed based on this rulebook, as well as findings of the internal controls (number of mistakes found and remedied, description of mistakes found, etc.);

7) measures undertaken based on the internal controls performed;

8) data on the performed internal control of information technologies used in the implementation of the provisions of AML/CFT Law (protection of data transmitted electronically, keeping of client data and transactions in a centralized database); 

9) data on the content of training curriculum concerning the detection and prevention of money laundering and terrorism financing, venue and persons implementing the training curricula, number of employees trained, as well as a needs assessment for further training and improvement of the employees;

10) data on the measures undertaken to keep data representing official secret;

11) number of established business relationships where a third party was relied on for certain customer due diligence actions and measures.

The obliged entity shall send the report referred to in paragraph 1 of this article to the APML and the bodies charged with supervising the implementation of the AML/CFT Law, at their request within three days from the date of filing of such request.

Article 12
The obliged entity and lawyer shall keep electronic records of data and information obtained according to the AML/CFT Law and the present Rulebook, as well as of documentation relating to such data and information, chronologically and in a manner which allows for adequate access to such data, information and documentation.

Persons referred to in paragraph 1 of this Article shall provide for an appropriate search of records of data and information kept electronically by at least the following criteria: name, surname, name of legal person, data of transaction, amount of transaction, currency of transaction, and country of transaction.

Persons referred to in paragraph 1 of this Article shall determine the manner and place of keeping and persons having access to the data, information and documentation referred to in paragraph 1 of this Article.

Article 13
Professional education, training and improvement curricula for employees in the obliged entity and lawyer referred to in Article 43 paragraph 3 of the AML/CFT Law shall contain at least the following:

1) annual number of trainings planned;

2) annual number of employees planned to be trained, as well as the profile of the employees for which the trainings are intended;

3) AML/CFT topics that will be covered in the trainings;

4) manner of implementation (seminars, workshops, etc.).

IV MANNER IN WHICH OBLIGED ENTITY PROVIDES DATA TO APML

Article 14

The obliged entities shall provide the data concerning the transactions referred to in Article 37, paragraph 1-4 of the AML/CFT Law to the APML using one of the following means:

1) telephone;

2) fax;

3) registered mail;

4) courier;

5) electronically.

Article 15
The obligor shall send the data referred to in Article 37 paragraphs 1-4 of the AML/CFT Law using forms 1, 2, 3 and 4, which are printed, along with the filling instructions, and attached to it forming its integral part.

Article 16

Data may be sent by telephone or fax only when they concern the transactions or persons suspected for money laundering or terrorism financing.

In the event referred to in paragraph 1 of this Article, legal and natural persons from this paragraph shall send the data to the APML no later than the first next working day, in one of the manners referred to in Article 14 items 3) to 5) of this rulebook.

Article 17
Obliged entity shall send data concerning cash transactions in one of the manners referred to in Article 14 items 3) to 5) of this rulebook immediately after the performance of the transaction, and no later than three days from the date of transaction.

If the last day of the deadline falls on a day of national holiday or on a day other than APML's business days, the deadline expires after the first next working day.

Article 18

Banks dealing performing payment transactions shall send the data to the APML electronically.

Other obliged entities too may send the data referred to in paragraph 1 of this Article to the APML electronically, based on an agreement with the APML. 

If the obliged entity is not able to send the data referred to in this rulebook electronically, they shall send such data using alternative media (compact disc, USB disc, etc.) or in a written form.

The APML shall confirm receipt of the data in this rulebook in a written or electronic form.

V CONDITIONS UNDER WHICH THE OBLIGED ENTITIES ARE NOT REQUIRED TO REPORT TO THE APML CASH TRANSACTIONS IN THE AMOUNT OF OR EXCEEDING EUR 15,000 IN DINAR COUNTER VALUE 
Article 19
The obliged entity is not required to report to the APML every cash transaction in the amount of the RSD equivalent of EUR 15,000 or more in the case of depositing daily receipts derived from the sale of goods and services of customers referred to in paragraph 2 of this Article, except in the case when there is suspicion on money laundering or terrorism financing, and under the condition that the customer holds an account with the obliged entity according to the AML/CFT Law.

The customers carrying out the transaction referred to in paragraph 1 of this Article include:

1) public enterprises; 

2) direct or indirect beneficiaries of the Budget of the Republic of Serbia, including the units of local self-government and the mandatory social insurance organizations which are part of the Treasury's Consolidated Account system.

Article 20
The obliged entity is not required to report to the APML the following cash transactions whose:

1) transfer of money from one account to another account of the same client opened with the same obliged entity;

2) conversion of money in the account of a client into another currency, where the money remains in the client's account with the obliged entity;

3) fixing time deposits or re-fixing time deposits in the client's account. 

The obliged entity is not required to report to the APML cash transactions carried out by clients to which simplified customer due diligence actions and measures are applied in accordance with the AML/CFT Law. 
VI LIST OF COUNTRIES THAT DO NOT APPLY AML/CFT STANDARDS 

Article 21

Countries which, based on the data held by international organizations and data held by the APML, do not apply AML/CFT standards are as follows:

1) Iran;

2) People’s Democratic Republic of Korea (Northern Korea);

VII LIST OF COUNTRIES THAT APPLY AML/CFT STANDARDS AT EUROPEAN UNION LEVEL OR HIGHER

Article 22

Countries which apply AML/CFT standards at the European Union level or higher, are as follows:

1)  European Union member states;


2) Republic of Argentina, Australia, Federative Republic of Brazil, Japan, South Africa, Canada, United States of Mexico, New Zealand, Russian Federation, Republic of Singapore, Hong Kong, Swiss Confederation, United States of America.

VIII MANDATORY INCLUSION OF CERTAIN INDICATORS INTO THE LIST


   Article 23

When developing the list of indicators referred to in Article 50 paragraph 1 of the AML/CFT Law, the obliged entity and lawyer shall also include the indicators published on APML's website.

IX TRANSITIONAL AND FINAL PROVISIONS





      Article 24


Rulebook concerning the methodology, requirements and actions for the implementation of tasks pursuant to the Law on the Prevention of Money Laundering ('RS Official Gazette', No. 59/06 and 22/08), shall cease to be effective as of the initial date of application of this rulebook. 
      Article 25


This Rulebook shall enter into force on the eight day following the date of its publication in the 'Official Gazette of the Republic of Serbia', and shall be applicable as of 1st of March 2010. 
TRANSLATOR’S NOTE: Following Article 25 is a Stand-alone Article of the Rulebook on Amendments of the Rulebook on Methodology for Implementing Requirements in Compliance with the AML/CFT Law, as well as reporting forms and instructions for completing them. In addition, the document also contains the General and Specific Curriculum for Professional Exam; exam application form and the layout of the licence. These have not been translated into English as it is not deemed necessary for the obliged entities and relevant visitors of the APML website.
   

